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                             Internet and Network Acceptable Use Policy

The aim of the school's provision of access to the Internet is to support and enhance learning and communication.  Pupils’ use of the Internet must therefore be for educational or school-based research reasons only.

The computer system is owned by the school and is made available to pupils to further their education.  The school's Acceptable Use Policy has been drawn up to protect all parties - the pupils, the staff and the school.  

In school, access to the Internet will be made available via the C2K managed network.  This provides filtered internet access.  To access the school network each pupil has a unique username and password which should be kept secure at all times. All pupils have two school email accounts (@c2ken and @ballymenaacademy.org.uk ) – these are the only accounts that pupils are permitted to use in school or for the purposes of school-related business. Pupils will be held accountable for the data that is stored in their C2K network area and Ballymena Academy accounts, and for activities that are carried out in their name. Access to the network is only available to those who have submitted an Internet Responsibility Contract which has been signed by the pupil and his/her parent/carer. 
To achieve the aim stated above:

· All Internet activity should be appropriate to the pupil's education;

· Access to the school’s network should only be made via the authorised account and password, which should not be made available to any other person;  

· Activity that threatens the integrity of the school ICT systems, or activity that attacks or corrupts other systems, is forbidden;

· Users should show respect to others in their use of technology;

· Users are responsible for all e-mail sent and for contacts made that may result in e-mail being received; 

· Use for personal financial gain, gambling, political purposes or advertising is forbidden;

· Copyright of materials must be respected;

· Posting anonymous messages and forwarding chain letters is forbidden;

· As e-mail can be forwarded or inadvertently sent to the wrong person, the same levels of appropriate language and content should be applied as for formal letters or other media;  

· Use of the network or Internet to access, copy or print inappropriate materials such as pornographic, racist or offensive material is strictly forbidden.

The system’s administrators reserve the right to examine or delete any files that may be held on the school’s computer system and to monitor any internet sites visited. All e-mails that are ‘trapped’ by the filtering software may be read by the system’s administrators before they are released. 
Pupils and Parents should sign the Internet Responsibility Contracts on the Enrolment Form.  If any user violates the Internet Responsibility Contract, disciplinary action, deemed appropriate by the school, will be taken and future access to the Internet in school may be denied.

N.B. Pupils in Sixth Form may bring their own electronic device to access the school C2k network.  This is managed under the BYOD (‘Bring Your Own Device’) Policy and requires separate approval and agreement, submitted to the 6th Form Centre Manager.

Pupil Internet Guidelines

Through ICT classes and other areas of learning, you will be provided with information on matters relating to e-safety and appropriate use.

You are encouraged to use the school computer network and Internet facility to:

· Investigate, research school subjects and participate in related learning activities; 
· Use e-mail facilities to communicate, for example, with other pupils, schools and industry etc, where such an activity is part of your learning programme ;

· Develop your competence in ICT and general research skills;

· Comply with all copyright, libel, fraud, discrimination and obscenity laws.

You are not permitted to:

· Copy, save and/or redistribute copyright protected material. If you are unsure if material is protected by copyright you must ask your teacher;

· Use the Internet to subscribe to any service or order any goods or services;

· Play computer games or use interactive chat sites, unless given express permission to do so by your teacher;

· Use the network in such a way that disrupts its use by others;

· Download software or other files without permission;

· Load software on to any school machine;

· Send mass e-mails, post anonymous messages and/or forward chain letters;

· Publish, share or distribute any personal information about any user (such as password, home address, e-mail address, and telephone number);

· Use another user's password;

· Allow another user to use your password;

· Communicate to others any information, or engage in any activity, which may result in the loss of, or damage to, another pupil's work;

· Retrieve, send, copy or display offensive messages or pictures;

· Use offensive, obscene, threatening, racist or any other form of inappropriate language;

· Harass, insult or attack others;

· Damage, in any way, computers, computer systems or computer networks;

· Access and/or copy another user's folders, work or files without their knowledge and permission;

· Intentionally waste resources (such as on-line time and printer paper);

· Use the Internet or school network for unapproved commercial purposes;

· Use school computer equipment for any activity that violates a school rule.

You should be aware that the school system’s administrators can and do track and record the sites visited, the searches made on the Internet and e-mail sent and received by you. You should not permit anything to appear on your monitor, or be printed out that you would not want a teacher to see. You should be aware that any member of staff may review files and communications to ensure that you are using the system responsibly. When using the school network, you should inform a member of staff if you are in receipt of any offensive, threatening or unsuitable communications.
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